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Urgent!!HomeTown COVID Updates to support you today - very timely - must read to
stay up to date
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Urgent!!HomeTown COVID Updates to support you today

1) Make sure to follow our COVID-19 webpage https://www.hometownhealthonline.com/covid-19/ which is being
updated many, many times a day as we respond to your questions and concerns.

2) The following training is being provided to help you all wade through your response to the COVID-19 pandemic

April 2, 2020, 11 am EST - SBA Payroll Protection Loan Program: What You Need to
Know and Do

Hosted by Draffin Tucker

April 2, 2020, 12:30 - 1:30 pm EST - COVID-19 & Swing Beds
Hosted Kerry Dunning and HTH

April 3, 2020, 2:00 pm EST - Changing Healthcare Laws: What Healthcare Providers
Need to Know

Hosted Morris, Manning & Martin

April 14, 2020 — April 17, 2020 - HomeTown Health Virtual Spring Conference

3) Moving more of your employees to work from home

As you all move more of your staff to a work from home environment, remember Sunlink Healthcare
Technology is offering a HIPAA Secure Laptop Rental Service. SunLink Healthcare Technology
recommended methods of securing remote employees and telemedicine: For more information and
support, reach out to Elizabeth.tooker@sunlinkhealthtech.com or Neal.Miller@sunlinkhealthtech.com and
visit www.sunlinkhealthtech.com.

On March 13, 2020, CISA released an alert encouraging organizations to adopt a heightened
state of cybersecurity when considering alternate workplace options for their employees.
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Remote work options—or telework—require an enterprise virtual private network (VPN)
solution to connect employees to an organization’s information technology (IT) network.

Technical Details

The following are cybersecurity considerations regarding telework.

As organizations use VPNs for telework, more vulnerabilities are being found and
targeted by malicious cyber actors.

As VPNs are 24/7, organizations are less likely to keep them updated with the latest
security updates and patches.

Malicious cyber actors may increase phishing emails targeting teleworkers to steal their
usernames and passwords.

Organizations that do not use multi-factor authentication (MFA) for remote access are
more susceptible to phishing attacks.

Organizations may have a limited number of VPN connections, after which point no
other employee can telework. With decreased availability, critical business operations
may suffer, including IT security personnel’s ability to perform cybersecurity tasks.

Mitigations

CISA encourages organizations to review the following recommendations when considering
alternate workplace options.

Update VPNSs, network infrastructure devices, and devices being used to remote into
work environments with the latest software patches and security configurations. See
CISA Tips Understanding Patches and Securing Network Infrastructure Devices.

Alert employees to an expected increase in phishing attempts. See CISA Tip Avoiding
Social Engineering and Phishing Attacks.

Ensure IT security personnel are prepared to ramp up the following remote access
cybersecurity tasks: log review, attack detection, and incident response and recovery.
Per the National Institute of Standards and Technology (NIST) Special Publication 800-
46 v.2, Guide to Enterprise Telework, Remote Access, and Bring Your Own Device
(BYOD) Security, these tasks should be documented in the configuration management
policy.

Implement MFA on all VPN connections to increase security. If MFA is not
implemented, require teleworkers to use strong passwords. (See CISA Tips Choosing
and Protecting Passwords and Supplementing Passwords for more information.)
Ensure IT security personnel test VPN limitations to prepare for mass usage and, if
possible, implement modifications—such as rate limiting—to prioritize users that will
require higher bandwidths.

Contact CISA to report incidents, phishing, malware, and other cybersecurity concerns.

Here are a few of the online threats that remote workers should be aware of.

Unsecured wifi networks: Most workers will be working out their home where they
can secure their wifi. But some may have to use unsecured public wifi networks which
are prime spots for malicious parties to spy on internet traffic and collect confidential
information.

Using personal devices and networks: Many workers will be forced to use personal
devices and home networks for work tasks. These will often lack the tools built into
business networks such as strong antivirus software, customized firewalls, and
automatic online backup tools. This increases the risk of malware finding its way onto
devices and both personal and work-related information being leaked.
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- Scams targeting remote workers: We’'ll likely see an increase in malicious campaigns
targeting remote workers. What's more, with many employees lacking remote work
opportunities, we’ll no doubt see an increase in the prevalence of work-from-home
scams.

Thankfully, armed with the right knowledge and tools, you can stave off many of these threats
and continue getting your work done.

Cybersecurity tips for staff working remotely

Note that before you take your own measures to protect your online security, you should
check in with your employer to see if they have any protocols in place. In light of the COVID-
19 crisis, many companies are hastily putting together work-from-home plans. They may be
able to provide you with specific directions on how to handle certain aspects of cybersecurity
and perhaps provide access to some of the tools you need.

Thankfully, even if your employer doesn’t offer such protocols, or if you are self-employed,
there are some simple steps you can take to protect yourself while working from home

1. Use strong passwords

2. Set up two-factor authentication

3.Use a VPN

4. Set up firewalls

5. Use an antivirus software

6. Secure your home router

7. Install updates regularly

8. Back up your data

9. Beware remote desktop tools
10. Look out for phishing emails and sites
11. Watch out for work-from-home scams
12. Use encrypted communications
13. Lock your device

4) Need help with telehealth?
GPT Telehealth Quick Start Flyer (provided by Global Partnership of Telehealth)

« For 6 month free GPT Pathways Telehealth Software/Accounts, call:
Chris Scoggins, M.P.H., Interim Executive Director and Senior Project Manager
Georgia Rural Health Innovation Center
0: 478-301-4702

« Call GPT at 912-285-0902 to start your telehealth program

« Click here Telehealth Updates for more detailed updates

Reply to let us know any additional topics you need us to address as you wade through
your response to this pandemic.
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Kristy Thomson, M.S.

Chief Operating Officer
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2019 Calendar of Events

COVID Updates are located at https://www.hometownhealthonline.com/covid-19/

Thanks,

Jimmy Lewis
HomeTown Health, LLC
Cell 770-363-7453

Office 770-781-4677 Fax 770-781-3825 www.hometownhealthonline.com

"Network of 55 Rural Georgia Hospitals"
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